IN THE CLAIMS 



This version of the claims replaces and supercedes all prior versions of the claims. 

1. (Currently Amended) A method for enabling a first communications system and a second 
communications system, respectively located behind a first firewall and a second firewall, to 

directly communicate with each other, wherein each of said first and s e cond firewalls 
resp e ctivcly- firewall p revents communication initiated fi-om an external data network firom 
reaching said first or s e cond communications syste m and said second firewall prevents 
communication initiated from said external data network fi-om reaching said second 
communication system , said method comprising: 

estabHshing a first secure connection via said external data network between said first 
communications system and a central communications station through said first firewall, wherein 
said first secure connection is initiated by said first communications system thereby being 
allowed to pass through said first firewall; 

establishing a second secure connection via said external data network between said 
second communications system and said central communications station through said second 
firewall, wherein said second secure connection is initiated by said second communications 
system thereby being allowed to pass through said second firewall; 

forwarding connection information el^for said second communications system to said first 
communications system via said first secure coimection using said central communications 
station; and 

transmitting data directly fi x)m said first communications system to said second 
communications system, wherein said data uses said connection information ef-for said second 
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communications system as its-destination infomiation and uses connection information for said 
central communications station as its-source information^, go as to appear as if it had originat e d 
said data originating from said first communications system appearing to originate from said 
central communications station. 

2. (Original) The method of claim 1, wherein said connection information for said second 
communications system includes Internet protocol address and port of said second 
communications system and wherein said connection information for said central 
communications station includes Internet protocol address and port of said central 
communications station. 

3. (Currently Amended) The method of claim 1 further comprising: 

forwarding connection information at-for said first communications system to said second 
communications system via said second secure connection using said central communications 
station; and 

transmitting data fi-om said second communications system to said first communications 
system, wherein said data uses said connection information ef^for said first communications 
system as its-destination information and uses connection information for said central 
communications station as ite-source infomiation^ so as to appear ao if it had originate d said data 
originating firom said second communications system appearing to originate fix>m said central 
communications station. 

4. (Original) The method of claim 3 wherein said connection information for said first 

3 

J:\work\1645\2 1 569\Amend\2 1569.amd i .doc 



communications sj^stem includes Internet protocol address and port of said first communications 
system. 



5. (Currently Amended) A method for enabling a first communications system and a second 
communications system, r^pectively located behind a first firewall and a second firewall and 
having respective associated first and second network address translation devices, to directly 

communicate with each other, wherein e ach of said first and second firewalls r c apocti\^eh' fi rewall 
prevents communication initiated fi-om an external data network from reaching said first er 
second communications system and said second firewall prevents communication initiated from 
an external data network from reaching said second communications system and wherein each of 
said first and second network address translation devices respectively provides public source 
information for outbound data originated from said first and second commimications systems, 
said method comprising: 

establishing a Grst secure connection via an external data network between said first 
communications system and a central communications station through said first firewall, wherein 
said first secure connection is initiated by said first communications system thereby being 
allowed to pass through said first firewall; 

establishing a second secure connection via said external data network between said 
second communications system and said central communications station through said second 
firewall, whereui said second secure connection is initiated by said second communications 
system thereby being allowed to pass through said second firewall; 

transmitting first connection information for establishing a,new coimection with said first 
communications syste m, said transmitting being fix)m said first communications syst e ms system 
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to said central communications station via said first secure connection; 

transmitting second connection information for establishing_a new connection with said 
second communications syste m, said transmitting being ftom said second communications 
system to said central communications station via said second secure connection; 

forwarding said second connection information for e stablishing new conn e ction with ooid 
s e cond oommunioations sy s tem t o said first communications system via said first secure 
connection using said central communications station; 

transmitting a connection request fi-om said first communications system to said second 
communications system wherein said connection request uses said second connection 
information for establishing n e w conn e ction with said s e cond ■ eemmunioations s>fst e m as its 
second communications system destination information; 

forwarding said first connection information for establishing new connection with said 
fet - eemmunioations system t o said second communications system via said second secure 
connection using said central communications station; 

transmitting connection acknowledgement and request fixmi said second communications 
system to said first communications system wherein said connection acknowledgement and 
request uses said first connection information for establishing new connection with said first 
communications system as ite -first communications system destination information; and 

in response to receiving said connection acknowledgement and request firom said second 
communications system, transmitting a connection acknowledgement directly fi 'om said first 
communications system to said second communications system. 
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6. (Currently Amended) The method of claim 5 wherein: 

said first connection information , for establishing a new connection with said first 
communications system includes public Internet protocol address provided by said first network 
address translation device and port for said first communications system's next connection; and 

said second connection information for e stablishing a new eonnection with said Gocond 
ee iriHiunications system includes public Internet protocol address provided by said second 
network address translation device and port for said second communications system's next 
connection. 

7. (Currently Amended) A system for enabling a first communications system and a second 
communications system, respectively located behind a first firewall and a second firewall, to 
directly communicate with each other, wherein e ach of said first and s e cond fir e walls 
r e spectivel y firewall prevents communication initiated from an external data network from 
reaching said first or s e cond communications syste m and said second firewall prevente 
communication initiated &om said external data network firom reaching said second 
communication system, said system comprising: 

a processor; 

means for establishing a first secure connection via said external data network between 
said first communications system and a central communications station through said first 
firewall, wherein said first secure cormection is initiated by said first communications system 
thereby being allowed to pass through said first firewall; 

means for establishing a second secure connection via said external data network between 
said second communications system and said central communications station through said 
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second firewall, wherein said second secure connection is initiated by said second 
communications system thereby being allowed to pass through said second firewall; 

means for forwarding connection information ef^for said second communications system 
to said first communications system via said first secure connection using said central 
communications station; and 

means for transmitting data directly fi-om said first communications system to said second 
communications system, wherein said data uses said connection information ef-foLsaid second 
communications system as ite-destination information and uses connection information for said 
central communications station as its-soiirce information^ so ^ to appear as if it had 
originate d said data originating from said first communications system ap pearing to originate 
from said cenfral communications station. 

8. (Original) The system of claim 7 wherein said connection information for said second 
communications system includes hitemet protocol address and port of said second 
communications system and wherein said connection information for said central 
communications station includes Internet protocol address and port of said central 
communications station. 

9. (Cuirently Amended) The system of claim 7 further comprising: 

means for forwarding connection information ef-for said first communications system to 
said second communications system via said second secure connection using said central 
communications station; and 

means for transmitting data from said second communications system to said first 
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communications system, wherein said data uses said connection information of said first 

communications system as ite-destination information and uses said connection information fef 
of said central communications station as its-source information^ so as to app e ar as if it had 
originated said data originating from said second communications system appe aring to originate 
firom said central communications station. 

10. (Original) The system of claim 9 wherein said connection information for said first 
communications system includes Internet protocol address and port of said first communications 
system. 

11. (Currently Amended) A system for enabling a first communications system and a second 
communications system, respectively located behind a first firewall and a second firewall and 
having respective associated first and second network address translation devices, to directly 
communicate with each other, wherein each of said first and Bocond firowallo respoctivelyfi rewa|l 
prevents communication initiated from an external data network fixjm reaching said first e¥ 
seeeed-communications system and said second firewall prevents communication initiated fi-om 
an external data network from reaching said second communications system and wherein each of 
said first and second network address translation devices respectively provides public source 
information for outbound data originated from said first and second communications systems, 
said system comprising: 

means for establishing a first secure connection via an external data network between said 
first communications system and a central communications station through said first firewall, 
wherein said first secure connection is initiated by said first communications system thereby 

8 

J:\wk\164S\21S69V\mend\21559.amdi.doc 



being allowed to pass through said first firewall; 

means for establishing a second secure connection via said external data network between 
said second communications system and said central communications station through said 
second firewall, wherein said second secure connection is initiated by said second 
communications system thereby being allowed to pass through said second firewall; 

means for transmitting first connection information for establishing a_new connection 
with said first communications system , said transmitting being fi-om said first communications 
system to said central communications station via said first secure connection; 

means for transmitting second connection information for establishing a.new connection 
with said second communications syste m, said transmitting being firom said second 
communications system to said central communications station via said second secure 
connection; 

means for forwarding said second connection information for establiohing now 
conn e ction with said s e cond communications syst e m t o said first communications system via 
said firat secure connection using said central communications station; 

means for transmitting a connection request from said first communications system to 
said second communications system wherein said connection request uses said second 
connection information for establishing new connection with said second communications 
syst e m as its -second communications system d estination information; 

means for forwarding said first connection information for ostabHshing new connection 
with said first communications syst e m t o said second communications system via said second 
secure connection using said central communications station; 

means for fa-ansmitting connection acknowledgement and request fiiom said second 
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commuiucations system to said first communications system wherein said connection 

acknowledgement and request uses said first connection information for e stablishing new 
connection with said first communications system as its -first communications system destination 
information; and 

means for transmitting a connection acknowledgement directly from said first 
communications system to said second communications system in response to receiving said 
connection acknowledgement and request firom said second communications system. 

12. (Currently Amended) The system of claim 1 1 wherein: 

said first connection information for establishing a new connection with said first 



address translation device and port for said first communications systems next connection; and 



communications syst e m includes public Internet protocol address provided by said second 
network address translation device and port for said second communications system's next 
connection. 

13. (Currently Amended) A system for enabling two communications system, located behind 
firewalls, to directly communicate with each other, said system comprising: 
a central communications station; 

a first communications system and a second commimications system, wherein each of 
said first and second communications system comprises a respective secure connection interface 
that establishes a secure connection with said central communications station via an external data 




-includes public Internet protocol address provided by said first network 



said second connection information for establishing 



conn e ction with said s e cond 



10 

J:\work\l 645\21 569\Amend\2 1 569.amdl .doc 



network through a network access; 

a first firewall and a second firewall respectively located between said external data 
network and said first and second communications systems, wherein each of said first and s e cond 



fi-om reaching said first or second communications system and said second firewall prevents 
communication initiated from said external data network firom reaching said second 

communications system ; and 

said central commimications station comprises: 

a secure connection interface that maintains secure connections with said first and second 
communications systems via said external communications network through a network access, 
and 

a secure redirector that forwards connection information ef-for said second 
communications system to said first communications system via said secure connection with said 
first communications system thereby enabling said first communications system to transmit data 
directly t o said second communications system, wherein said data uses said connection 
information ef-for said second conmiunications system as its-destination information and uses 
connection information for said central communications station as its-source information^ so as to 



a ppearing to originate fix)m said central communications station. 

14. (Original) The system of claim 13 wherein said connection information for said second 
communications system includes hiteraet protocol address and port of said second 
communications system and wherein said connection information for said central 




firewall prevents communication mitiated from said external data network 




Isaid data originating from said first communications system 
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communications station includes Ititemet protocol address and port of said central 
commimications station. 

15. (Currently Amended) The system of claim 13, wherein said secure redirector additionally 
forwards connection information ef-for said first communications system to said second 

coramunications system via said secure connection with said second communications system 
thereby enabling said second communications system to transmit data to said first 
communications system, wherein said data uses said connection information of said first 
communications system as its-destination information and uses connection information ^ee-of 
said central communications station as its-source information, so as to app e ar as if it had 
originated said data originating from said second communications system appearing to originate 
from said central communications station. 

16. (Original) The system of claim 15 wherein said connection information for said first 
communications system includes Internet protocol address and port of said first communications 
system. 

17. (Currently Amended) A system for enabling two communications system, located behind 
firewalls and having associated network translation devices, to directly communicate with each 
other; said system comprising: 

a central communications station; 

a first communications system and a second communications system, wherein each of 
said first and second communications system comprises: 
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a respective secure connection interface that establishes a secure connection with said 
central communications station via an external data network through a network access, and 

a respective transmitter that transmits first c onnection information for establishing a new 



communications station via said secure connection and tiransmits second connection i nformation 
for establishing another new connection witii said second communications system to said central 
communications station via said secure connection : 

a first firewall and a second firewall respectively located between said external data 
network and said first and second communications systems, wherein each of said first and s e cond 
fir e walls r e sp e otivel yfi rewall prevents communication initiated from said external data network 
from reaching said fii^t or seeon d-communications system and said second firewall prevents 
communication initiated from said external data network from reaching said second 
communications system ; and 




a first network addr^s franslation device and a second network address ti-anslation device 
respectively associated with said fii^it and second communications systems, wherein each of said 

first and second network address translation devices respectively provides public source 
information for outbound data originated from said first and second communications 
systemsi[[;]] wherein: 

said central communications station comprises: 

a secure connection interface that maintains secure connections with said first and second 
communications systems via said external communications network through a network access, 
and 

a secure redirector that: 



connection with 




dd first and s econd communications system to said central 
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forwards said second connection information for establishing now connection wdth said 



with said first communications system thereby enabling said iarst communications system to 
transmit a coimection request to said second communications system wherein said connection 
request uses said second connection information for ootablishing new oonnoction with odd 
s econd communications syst e m as its -second communications system destination information, 
and 

forwards said first connection infomation for e stabli s hing new connection with s aid first 
communications system t o said second communications system via said secure connection with 
said second communications system, thereby: 

enabling said second commimications system to transmit connection acknowledgement 
and request fi-om said second communications system to said first communications s)^tem 
wherein said connection acknowledgement and request uses said first connection information fef 
^^t^^l^^V^^^ ^o „ r f>nnn f .otmt^ mitli nniH fir n t f^nmrnnninntinnn r.yRtmn as j ^first communications 

s\^tem destination information, and enabling said first communications system to transmit a 
connection acknowledgement directiy fi-om said first communications system to said second 
communications system. 

18. (Currently Amended) The system of claim 17 wherein: 

said first coimection information for establishing a new oormoction with said first 



address translation device and port for said first communications system's next connection; and 




-to said first communications system via said secure connection 




-includes public hitemet protocol address provided by said first network 



said second connection information for OGtablishing 



connection with aaid s e cond 
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communieations syst e m includes public Internet protocol address provided by said second 
network address translation device and port for said second communications system's next 
connection. 

19, (Currently Amended) A central communications station for enabling a first 

communications system and a second communications system, respectively located behind a first 
firewall and a second firewfall, to directly communicate with each other, wherein each of -said 
first and seoond-firewalls respectiv e l y firewall prevents communication initiated fix)m an external 
data network from reaching said first or s e cond communications syste m and said second firewall 
prevents conrniunication initiated fi'om an external data network fi-om reaching said second 
communications system, said central communications station comprising: 
a processor; 

means for maintaining a first secure connection with said first communications system 
via said external data network through said first firewall, wherein said first secure connection is 
initiated by said first communications system thereby being allowed to pass through said first 
firewall; 

means for maintaining a second secure connection with said second communications 
system via said external data network through said second firewall, wherein said second secure 
connection is initiated by said second communications system thereby being allowed to pass 
through said second firewall; and 

means for forwarding connection information ef -for said second communications system 
to said first communications system via said first secure connection thereby enabling said first 
communications system to transmit data to said second communications system, wherein said 
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data vises said connection infbmation ef^for said second communications system as its 
destination information and uses connection information for said central communications station 
as its-source information , said data originating from said first communicat ions system appearing 
to originate ao as to appear as if it had originated f h>m said central communications station. 

20. (Original) The central communications station of claim 19 wherein said connection 

information for said second conmiunications system includes Internet protocol address and port 
of said second communications system and wherein said connection information for said central 
communications station includes Internet protocol address and port of said central 
communications station. 

21. (Currently Amended) The central communications station of claim 19 fiirther comprising: 

means for forwarding connection information for said iirst communications system to 
said second communications system via said second secure connection thereby enabling said 
second communications system to transmit data to said first conamunications system, wherein 
said data uses said connection information of said first communications system as it&-destination 
information and uses connection infomiation for said central communications station as its 
source informatio n, said data orijsdnating from said second communications system appearing to 
ori ginate so as to app e ar ao if it had originated fix)m said central communications station. 

22. (Original) The centi-al communications station of claim 21 wherein said connection 
information for said first communications system includes Internet protocol address and port of 
said first conmiunications system. 
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23. (Currently Amended) A central communications station for enabling a first 
communications system and a second communications system, respectively located behind a first 
firewall and a second firewall and having respective associated first and second network address 
translation devices, to directly communicate with each other, wherein each of said first afid 
second firewalls respectivel yfi rewall prevents communication initiated firom an external data 
network fi"om reaching said first or second communications syste m and said second firewall 
prevents communication initiated from an external data network firom reaching said second 
communications system and wherein each of said first and second network address translation 
devices respectively provides pubhc source information for outbound data originated fi-om said 
first and second communications system, said central communications station comprising: 

means for maintaining a first secure connection via an external data network with said 
first communications system through said first firewall, wherein said first secure connection is 
initiated by said first communications system thereby being allowed to pass through said first 
firewall; 

means for maintaining a second secure connection via said external data network with 
said second communications system through said second firewall, wherein said second secure 
connection is initiated by said second communications system thereby being allowed to pass 
through said second firewall; 

means for obtaining first connection information for establishing a_new connection with 
said first communications system fi-om said first communications systems via said first secure 
connection; 

means for obtaining second connection information for establishing anotiier n ew 
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connection with said second communications system from said second commxmicatioiK system 
via said second secure connection; 

means for forwarding said second connection information for establishing new 
conn e ction with oaid second communications a^'otem t o said first communications system via 
said first secure connection thereby enabling said first communications system to transmit a 
connection request to said second communications system, wherein said connection request uses 
said second connection information for e stablishing new conn e ction with oaid second 
communications system- as its -seoond communications system d estination information; and 

means for forwarding said first connection information for e stablishing now conn e ction 
with s aid first communications system t o said second communications system via said second 
secure connection, thereby: 

enabling said second communications system to transmit connection acknowledgement 
and request to said first communications system wherein said connection acknowledgement and 
request uses said first connection information for e stablishing n e w connection with said fes ft 
oommunioations system - a s its -first communications system destination information, and 

enabling said first communications system to transmit a connection acknowledgement 
directly to said second communications system in response to receiving said connection 
acknowledgement and request from said second communications system. 

24. (Currently Amended) The central communications station of claim 23 wherein: 

said first connection information for e stablishing a n e w conn e ction with oaid first 
communications system- includes pubUc hitemet protocol address provided-by said first network: 
address translation device and port for said first communications system's next connection; and 
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said second c onnection information for establishing a now connection with said second 
communications system includes public Internet protocol address provided by said second 
network address translation device and port for said second communications system's next 
connection. 



25. (Currently Amended) A central communications station for enabling a first 
communications system and a second communications system, respectively located behind a first 
firewall and a second firewall to directly communicate with each other, wherein e ach of said first 
and secon d- fiF ew a Hs f espe e t tvel - v firewall prevents communication initiated fixim an external data 
network fi-om reaching said first or s e cond communications syste m and said second firewall 
prevents communi ca t ion ini tiated fi'om an externa! data network from reaching said second 
communications system, said central communications station comprising: 

a secure connection interface that maintains secure connections with said first and second 
communications sj^tems through a network access to said external communications network; 
and 

a secure redirector that forwards connection information ef-for said second 
communications system to said first communications system via said secure connection with said 
first coramunications system thereby enabling said first communications system to transmit data 
directly t o said second communications system, wherein said data uses said connection 
information ef ^for said second communications system as its-destination information and uses 
connection information for said central communications station as its-source informatio n, said 
data originating fi'om said first communications system appearing to originate go as to app e ar ao 
if it had ori g ia at ed -firom said central communications station. 
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26. (Original) The central communications station of claim 25 wherein said connection 
information for said second communications system includes Internet protocol address and port 
of said second communications system and wherein said coimection information for said central 
communications station includes Internet protocol address and port of said central 
communications station. 

27. (Currently Amended) The central communications station of claim 25, wherein said secure 
redirector additionally forwards connection information ef-for said first connanunications system 
to said second communications system via said secure connection with said second 
conmnmications system thereby enabling said second communications system to transmit data to 
said first communications system, wherein said data uses said connection information of said 
first communications system as its-destination information and uses coimection information for 
said central oommunications station as its-source informatio n, said data originating fi:om said 
second communication system appearing to originate so as to appear as if it had originat e d -fi-om 
said central communications station. 

28. (Original) The central communications station of claim 27 wherein said connection 
information for said first communications system includes Internet protocol address and port of 
said first communications system. 

29. (Currently Amended) A central communications station for enabling a first 
communications system and a second communications system, respectively located behind a first 
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firewall and a second firewall and having respective associated first and second network address 
translation devices, to directly communicate with each other, wherein each of said first effi4 
second firewalls r e spectivel y firewall prevents communication initiated fi^om an external data 
network from reaching said first or s e cond communications system and said second firewall 
prevents communication initiated firom an external data network firom reaching said second 
communications system and wherein each of said first and second network address translation 
devices respectively provides public source information for outbound data originated fi-om said 
first and second communications systems, said central communications station comprising: 

a secure coimection interface that maintains secure connections with said first and second 
communications systems via said external communications network through a network access; 
and 

a secure redirector that: 

forwards said -second connection information for establishing a new connection with said 
second communications system to said first communications system via said secure cormection 
with said first communications system thereby enabling said first communications system to 

transmit a coimection request to said second communications system wherein said connection 
request uses said connection information for establishing new connection with said s e cond 



forwards said -first connection information for establishing a.new connection with said 
first communications system to said second communications system via said secure connection 
with said second communications system, thereby: 

enabling said second communications system to transmit connection acknowledgement 
and request fi-om said second communications system to said first communications sj^tem 




-as its -second communications system destination information, and 
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wherein said connection acknowledgement and request uses said first connection information fer 
establishing n e w connection with said first communications system as its -first communications 
system destination information, and 

enabling said first communications system to transmit a connection acknowledgement 
directly from said first communications system to said second communications system. 

30. (Currently Amended) The central communications station of claim 29 wherein: 

said first connection information for e stablishing a n e w conn e ction with said first 
communicationo oystom i ncludes public Internet protocol address provided by said first network 
address translation device and port for said first communications system's next connection; and 
said second connection information for estabhshing a now connection wi t h said second 
communicationa system includes pubHc Internet protocol address provided by said second 
network address translation device and port for said second communications system's next 
connection. 
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